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Abstract. ST-Tool is agraphicaltool integratinganagent-orientedrequirements
engineeringmethodologywith tools for the formal analysisof models.Essen-
tially, the tool allows designersto draw visual modelsrepresentingfunctional,
securityandtrustrequirementsof systemsand,then,to verify formally andauto-
maticallytheir correctnessandconsistency throughdifferentmodel-checkers.

1 Intr oduction

RequirementEngineeringis the phaseof the softwaredevelopmentprocessthat aims
at understandingthe organizationof a system,the goalsof systemactorsandsocial
relationshipsamongthem.This phaseis critical sincea misunderstandingmay raise
expensiveerrorsduringlaterdevelopmentstages.

Visualmodelinghasbeenrecognizedasoneof therelevantaspectsin SoftwareEn-
gineeringfor aiming thepartiesinvolvedin thedevelopmentprocessat understanding
requirements.However, thougha graphicalnotationis useful for humancommunica-
tion, graphicalmodelscannotbe usedfor an accuratesystemveri�cation. To do this,
weneedtransformationmechanismsto supportthetranslationfrom graphicalmodelto
formalspeci�cationlanguages.

ThispaperpresentsST-Tool, a CASEtool for designandveri�cation of functional,
securityand trust requirements.It hasbeendesignedto supportthe SecureTropos
methodology[3]. Speci�cally, this tool providesadvancedmodelingandanalysisfunc-
tionalitiesbasedon theSecureTroposmethodology. Main goalsof thetool are:

– Graphicalenvironment:provideavisualframework to draw models;
– Formalization:providesupportto translatemodelsinto formal speci�cations;
– Analysiscapability:providea front-endto externaltoolsfor formalanalysis.

The remainderof the paperis structuredasfollows. Next (x2) we provide a brief
descriptionof SecureTroposconceptsanddiagrams.Then,wedescribeST-Tool andits
components(x3). Finally, weconcludewith somedirectionsfor futurework (x4).
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Fig.1. TheArchitectureOverview

2 Background

SecureTropos[3] is anagent-orientedsoftwaredevelopmentmethodology, tailoredto
describeboth theorganizationandthesystemwith respectto functional,securityand
trustrequirements.SecureTroposextendstheTroposmethodology[1] andhasthecon-
ceptsof actor, goal,task,resourceandsocialrelationshipsfor de�ning theobligations
of actorsto others.A full descriptionof theseconceptsis providedin [3].

Variousactivities contribute to the acquisitionof a �rst requirementmodel,to its
re�nement into subsequentmodels:Actor modeling,PermissionTrust modeling,Ex-
ecutionTrustmodeling,ExecutionDelegationmodeling,PermissionDelegationmod-
eling, andGoal re�nement(see[3] for full details).A graphicalrepresentationof the
modelobtainedfollowing the �rst � ve modelingactivities is given throughfour dif-
ferentkinds of actor diagrams: permissiontrust model, executiontrust model, func-
tional requirementsmodel, andtrust managementimplementation. In thesediagrams,
actorsarerepresentedascircles;goals,tasksandresourcesarerespectively represented
asovals,hexagonsandrectangles.In the remainderof thepaper, we refer to services
whenwe don't needto distinguishgoals,tasksandresources.Goalre�nementaimsto
analyzeany goalsof eachactor, andis conductedby usingAND/OR decomposition.A
graphicalrepresentationof goalre�nementis giventhroughgoal diagrams.

Dueto lackof space,wehavefocusedonthekey modelingaspectsof theframework
andreferto [3] for theintroductionof theformal framework basedonDatalog.

3 Overview of ST-Tool

ST-Tool is a CASE tool that provides a user interfacefor designingSecureTropos
models,supportfor translatingautomaticallygraphicalmodelsinto formal speci�ca-
tionsanda front-endwith externaltoolsfor modelchecking.To managevisualediting
featuresanddatamanagementconsistency at the sametime, we have adopteda two-
layersolution:a graphicallayeranda datalayer. In graphicallayer, modelsareshown
asgraphswhereactorsandservicesarenodes,andrelationsarearcs.Eachvisualobject
refersto a dataobject.Thecollectionof dataobjectsis thedatalayer.

ST-Tool is mainly composedof two parts:theST-Tool kernelandexternalsolvers.
ST-Tool kernelhasan architecturecomprisedof threemajor parts,eachof which is



Fig.2. ST-Tool screenshot

comprisedof modules.Next, wewill discussthesemodulesandtheir interconnections.
In Fig. 1, themodulesof ST-Tool areshown, their interrelationsarealsoindicated.

Thetool providesagraphicaluserinterface(GUI), throughwhichuserscanmanage
all thecomponentsandfunctionalitiesof thetool.A screenshotof theinterfaceis shown
in Fig. 2. TheGUI's key componentis theEditor Module. Thismoduleallows theuser
to visually insert,edit or remove graphicalobjectsin the graphicallayer and object
propertiesin thedatalayer. A secondGUI componentis theGraphical-layerManager
(GM) Modulethatmanagesgraphicalobjectsandtheirvisualization.GM supportsgoal
re�nement.A goaldiagramis associatedto eachactor. Whensystemsarevery large,it
could be dif�cult to readtheir models.To this end,GM aidsusersby supportingtwo
typesof collapsingnodes:serviceandactorcollapsing.GM alsoallowsusersto display
oneor moreSecureTroposdiagramslistedin Section2 at thesametime.

The Data-layerManager (DM) Module is responsiblefor building andmaintain-
ing datacorrespondingto graphicalobjects.For example,DM managesmisalignments
betweensocialrelationsandtheir graphicalrepresentation.Actually, GM usesarcsto
connecttwo nodesto eachother, while many SecureTroposrelationsareternary. DM
rebuilds theserelationsby linking two appropriategraphicalobjects(the two arcs)to
the samedataobject (the relation).ST-Tool allows usersto save modelsthroughthe
DM modulethatstoresa neutraldescriptionof theentiremodelin .xml format �les.
A supportfor detectingerrorsandwarningsduringthedesignphaseis providedby the
Integrity Checker Module. Integrity Checkeranalyzesmodelsstoredin theDM module
and reportserrorssuchas “orphan relations” (i.e. relationswherean arc is missing)
and“isolatednodes”(i.e.servicesnot involvedin any relations).Warningsaredifferent
from errors:they arefailure of integrity constraints,like errors,but the designermay



be perfectlyhappy with a designthatdoesnot satisfythem.Integrity Checker reports
warnings,for example,whenmorethanoneservicehave the samename.More than
oneservicewith thesamenameareneededto representdelegationandtrustchains.

After drawing somany nicediagrams,systemdesignersmaywantto checkwhether
themodelsderivedso far satisfysomegeneraldesirableproperties.To supportformal
analysis,ST-Tool allows an automatictransformationfrom .xml �les storedby DM
into formal languages.Currently, two languagesaresupported:FormalTropos[2] and
Datalog.Thesetransformationsareperformed,respectively, by two differentmodules:
FormalTroposModuleandDatalog Module. Datalog Front-end(DF) Moduleprovides
directsupportfor modelcheckingby usingexternalDatalogsolvers,namelyASSAT3,
Cmodels4, DLV5 andSmodels6. DF guarantees�e xibility sinceit allowsusersto select
whichsecuritypropertiesthey wantto verify [3] andto completemodelswith additional
“ad-hoc”Datalogstatementsrelatedto thespeci�c domainusersareanalyzing.Oncea
useris con�dentwith themodel,DF passesthespeci�cationsgivenby DatalogModule,
the axiomsand propertiesde�ned in the SecureTroposformal framework, and the
additionalDatalogstatementsto the externalsolver. Oncethe solver endsits job, the
outputis parsedandpresentedin a moreuser-readableformatby theDF module.

4 Conclusion

We have presenteda tool for modelingandverifying functional,securityandtrust re-
quirements.We have alreadyusedthetool to modela comprehensivecasestudyof the
applicationof theSecureTroposmethodologyfor thecomplianceto theItalian legisla-
tion onPrivacy andDataProtectionby theUniversityof Trento,leadingto thede�nition
andanalysisof anISO-17799-likesecuritymanagementscheme[4].

Futurework will involve a front-endwith T-Tool [2] for automaticallyverifying
FormalTroposspeci�cation.Further, SecureTroposis still underwork, so is ST-Tool,
too.We arealsoconsideringto integrateour toolsinto theECLIPSEplatform.
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