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Abstract. ST-Tool is agraphicaltool integratinganagent-orientedequirements
engineeringmethodologywith tools for the formal analysisof models.Essen-
tially, the tool allows designerdo drav visual modelsrepresentingunctional,

securityandtrustrequirementsf systemsand,then,to verify formally andauto-

maticallytheir correctnesandconsistenyg throughdifferentmodel-checkrs.

1 Intr oduction

RequiremengEngineerings the phaseof the software developmentprocesghat aims
at understandindhe organizationof a system,the goalsof systemactorsand social
relationshipsamongthem. This phaseis critical sincea misunderstandingnay raise
expensve errorsduringlaterdevelopmentstages.

Visualmodelinghasbeenrecognizedsoneof therelevantaspectsn SoftwareEn-
gineeringfor aiming the partiesinvolvedin the developmentprocessat understanding
requirementsHowever, thougha graphicalnotationis usefulfor humancommunica-
tion, graphicalmodelscannotbe usedfor an accuratesystemveri cation. To do this,
we needtransformatiormechanism$o supporthetranslatiorfrom graphicalmodelto
formal speci cationlanguages.

This papempresentsST-Tool, a CASEtool for designandveri cation of functional,
security and trust requirementslt hasbeendesignedto supportthe SecureTropos
methodology[3]. Speci cally, thistool providesadvancedmodelingandanalysisunc-
tionalitiesbasedn the SecureTroposmethodologyMain goalsof thetool are:

— Graphicalervironment:provide a visualframework to draw models;
— Formalization:provide supportto translatemodelsinto formal speci cations;
— Analysiscapability:provide a front-endto externaltoolsfor formal analysis.

The remainderof the paperis structuredasfollows. Next (x2) we provide a brief
descriptiorof SecureTroposconceptanddiagramsThen,we describeST-Tool andits
component$x3). Finally, we concludewith somedirectionsfor futurework (x4).

? This work hasbeenpartially fundedby the IST programmeof the EU Commission,FET
under the IST-2001-37004WASP project, by the FIRB programmeof MIUR under the
RBNE0195K5ASTRO Projectandby PAT MOSTRO project.
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2 Background

SecureTropos[3] is anagent-orientedoftwaredevelopmentmethodologytailoredto
describeboth the organizationandthe systemwith respecto functional,securityand
trustrequirementsSecurelroposextendsthe Troposmethodology[1] andhasthecon-
ceptsof actor, goal,task,resourceandsocialrelationshipgor de ning the obligations
of actorsto others A full descriptionof theseconceptss providedin [3].

Variousactivities contrikbute to the acquisitionof a rst requiremenimodel,to its
re nementinto subsequentodels:Actor modeling,PermissionTrust modeling, Ex-
ecutionTrustmodeling,ExecutionDelegationmodeling,PermissiorDelegationmod-
eling, and Goal re nement(see[3] for full details).A graphicalrepresentationf the
model obtainedfollowing the rst ve modelingactiities is given throughfour dif-
ferentkinds of actor diagrams permissiontrust mode| executiontrust mode] func-
tional requirrmentamode| andtrust mangementmplementationin thesediagrams,
actorsarerepresentedscircles;goals,tasksandresourcesrerespectrely represented
asovals, hexagonsandrectanglesin the remainderof the paper we referto services
whenwe don't needto distinguishgoals,tasksandresourcesGoalre nementaimsto
analyzeary goalsof eachactor andis conductedy usingAND/OR decompositionA
graphicalrepresentatioof goalre nementis giventhroughgoal diagrams

Dueto lack of spacewe havefocusednthekey modelingaspect®f theframeawvork
andreferto [3] for theintroductionof the formal framewnork basedn Datalog.

3 Overview of ST-Tool

ST-Tool is a CASE tool that provides a userinterfacefor designingSecureTropos
models,supportfor translatingautomaticallygraphicalmodelsinto formal speci ca-
tionsanda front-endwith externaltoolsfor modelchecking.To managevisual editing
featuresand datamanagementonsisteng at the sametime, we have adopteda two-
layersolution:a graphicallayeranda datalayer. In graphicallayer, modelsareshavn
asgraphsvhereactorsandservicesarenodesandrelationsarearcs.Eachvisualobject
refersto adataobject. Thecollectionof dataobjectsis the datalayer.

ST-Tool is mainly composedf two parts:the ST-Tool kernelandexternalsolvers.
ST-Tool kernel hasan architecturecomprisedof three major parts,eachof which is
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Fig. 2. ST-Tool screenshot

comprisedf modulesNext, we will discusghesemodulesandtheirinterconnections.
In Fig. 1, themodulesof ST-Tool areshavn, theirinterrelationsarealsoindicated.

Thetool providesagraphicaluserinterface(GUI), throughwhich userscanmanage
all thecomponentandfunctionalitiesof thetool. A screenshadf theinterfaceis shovn
in Fig. 2. The GUI's key components the Editor Module This moduleallows the user
to visually insert, edit or remove graphicalobjectsin the graphicallayer and object
propertiedn the datalayer A secondGUI components the Graphical-layerManager
(GM) Modulethatmanagegraphicalobjectsandtheir visualization. GM supportgyoal
re nement.A goaldiagramis associatedo eachactor Whensystemsarevery large, it
could be dif cult to readtheir models.To this end,GM aidsusersby supportingtwo
typesof collapsingnodesserviceandactorcollapsing. GM alsoallows usergo display
oneor moreSecurelroposdiagramdistedin Section2 atthe sametime.

The Data-layer Manager (DM) Moduleis responsibldor building and maintain-
ing datacorrespondingo graphicalobjects.For example,DM managesnisalignments
betweenrsocialrelationsandtheir graphicalrepresentationActually, GM usesarcsto
connecttwo nodesto eachother, while mary SecureTroposrelationsareternary DM
retuilds theserelationsby linking two appropriategraphicalobjects(the two arcs)to
the samedataobject (the relation). ST-Tool allows usersto save modelsthroughthe
DM modulethat storesa neutraldescriptionof the entiremodelin .xml format les.
A supportfor detectingerrorsandwarningsduringthe designphaseis providedby the
Integrity Cheder Module Integrity Checleranalyzesnodelsstoredin the DM module
andreportserrorssuchas “orphanrelations”(i.e. relationswherean arc is missing)
and“isolatednodes”(i.e. serviceotinvolvedin ary relations) Warningsaredifferent
from errors:they arefailure of integrity constraintsjike errors,but the designemay



be perfectlyhappy with a designthat doesnot satisfythem.Integrity Checler reports
warnings,for example,whenmore thanone servicehave the samename.More than
oneservicewith the samenameareneededo representlelegationandtrustchains.
After drawing somary nicediagramssystenmdesignersnaywantto checkwhether
the modelsderived so far satisfysomegeneraldesirablepropertiesTo supportformal
analysis,ST-Tool allows an automatictransformatiorfrom .xml les storedby DM
into formal languagesCurrently two languagesre supportedFormal Tropos[2] and
Datalog.Thesetransformationsre performedrespectrely, by two differentmodules:
Formal TroposModuleandDatalog Module Datalog Front-end(DF) Moduleprovides
directsupportfor modelcheckingby usingexternalDatalogsolvers,namelyASSAT 3,
Cmodel$, DLV® andSmodel§. DF guaranteese xibility sinceit allows usersto select
whichsecuritypropertieghey wantto verify [3] andto completemodelswith additional
“ad-hoc” Datalogstatementselatedto the speci ¢ domainusersareanalyzing.Oncea
useris con dentwith themodel,DF passeshespeci cationsgivenby DatalogModule,
the axioms and propertiesde ned in the SecureTroposformal framework, and the
additionalDatalogstatementso the external solver. Oncethe solver endsits job, the
outputis parsedandpresentedn a moreuserreadablgormatby the DF module.

4 Conclusion

We have presented tool for modelingandverifying functional,securityandtrustre-
quirementsWe have alreadyusedthetool to modela comprehensie casestudyof the
applicationof the SecureTroposmethodologyfor the complianceto theltalian legisla-
tion on Privacy andDataProtectiorby theUniversityof Trento,leadingto thede nition
andanalysisof an1SO-17799-lile securitymanagemergchemd4].

Futurework will involve a front-endwith T-Tool [2] for automaticallyverifying
Formal Troposspeci cation.Further SecureTroposis still underwork, sois ST-Tool,
too. We arealsoconsideringo integrateour toolsinto the ECLIPSEplatform.
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